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Risk management template 2021 






4

Likelihood that a risk will occur: 
1 Very unlikely
2 Unlikely 
3 Fairly likely
4 Likely 
5 Very likely 							 

Impact of risk 
1 Insignificant 											
2 Minor 
3 Moderate
4 Major 
5 Catastrophic 

Risk rating 		Action 
1-2 Green 	No action – no further action but ensure controls are maintained and reviewed. 
3-6 Green 	Monitor – look to improve at next review or if there is significant change.
8-12 Amber 		Action – within specified timetable
15-16 Red	Urgent action – take immediate action and stop activity if necessary, maintain controls. 
20-25 Red 	Stop activity – and take immediate action to manage risks. 



Introduction 
This is a template risk assessment for you to use, build on and review before you set up a social media account. 
It looks at the social media platforms currently used by the CBA and YAC groups which are Facebook and Twitter. 
There are two types of FB accounts a broadcast account (FB page) through which you share information and a FB group which should be a closed group for the group participants. 
	Description of risk 
	Inherent risk rating
(Likelihood x impact)  
	What should be done to manage the risk?
	Risk owner
	Action by when?
	Done?
	Residual risk 
(Likelihood x impact) 
	Date of last review

	Offensive post, comments or imagery being posted 

	12
	For a FB group share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they consent to join the group. 

In settings, ensure that ‘Posting Ability’ is set so that staff review all posts before they appear on the page. Comments deemed inappropriate will be removed. In settings, ensure that the ‘Profanity Filter’ is set to ‘strong’.

Remove the comment/ imagery or post. 

This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy. This may include contacting the police.
	
	
	
	4
	

	Child under 13 joins the group or likes or follows the page.

	6
	Share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they join the group. 

Reply to the child in the public space or with the other adult leader/ helper and explain that the social media account is for over 13’s. Give details of how they can get involved in the YAC and who to contact. 
	
	
	
	4
	

	Sharing of personal identifying information or information about closed meetings to a public space. 

	6
	Share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they join the group. 

Discuss the ground rules for the session at the beginning.

Do not share information about forthcoming closed events to a public group.

If the group is a closed group this can be dealt with by talking with the child and their parents or guardian. 


A warning should be given to the person, if concerns persist they should be muted or asked to leave. 
	
	
	
	4
	

	Images or content might be shared without the correct permission. 
	6
	Share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they join the group. 

Ensure that you have permission from the child or young person and their parent or guardian. Make sure they understand what the image will be used for. Do not tag children or young people in posts.
	
	
	
	4
	

	Child or young person approaches leader or helper on their personal profile.
	12
	Share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they join the group.

Leader or helper must explain that they cannot add them and should direct them to CBA or YAC page/ account.
	
	
	
	4
	

	Only one adult has admin control and has individual conversations with children.
	8
	Share the “summary of digital safeguarding for YAC” with participants, parents/guardians when they join the group.

Do not have one to one private conversations with a child. Copy in the other admin, make it public or have the conversation outside of the social media e.g. using email and copying in the parent or guardian. 


Ensure that at least two people who have been safely recruited have admin access. 
	
	
	
	4
	

	Disclosure relating to safeguarding or wellbeing. 

	8
	This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy. 
	
	
	
	4
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