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Risk management template 2021 
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Likelihood that a risk will occur: 
1 Very unlikely
2 Unlikely 
3 Fairly likely
4 Likely 
5 Very likely 					

Impact of risk 
1 Insignificant 
2 Minor 
3 Moderate
4 Major 
5 Catastrophic 

Risk rating 		Action 
1-2 Green 	No action – no further action but ensure controls are maintained and reviewed. 
3-6 Green 	Monitor – look to improve at next review or if there is significant change.
8-12 Amber 		Action – within specified timetable
15-16 Red	Urgent action – take immediate action and stop activity if necessary, maintain controls. 
20-25 Red 	Stop activity – and take immediate action to manage risks. 




Introduction 

This is a template risk assessment for you to use, build on and review before you run a group online. To reduce the risks when running an online group please do share the “summary of digital safeguarding” with the participants and their parents/ guardians before the sessions. Take time to discuss this with them at the beginning. 

The risk assessment template looks at the online platforms approved by the CBA for use by YAC groups (Big Blue Button (BBB) and Zoom. Additional tools e.g. kahoot used to enhance the session should be approved by the group leader.










	Description of risk 
	Inherent risk rating
(Likelihood x impact)  
	What should be being done to manage the risk?
	Risk owner
	Action by when?
	Done
	Residual risk 
(Likelihood x impact) 
	Date of last review

	Recording of the session, the chat, or screengrabs being shared without the consent.

	8
	Recording or screengrabs should only be made with written permission from parents/ guardians and verbal consent of participants. 

Ensure that settings of Zoom and Big blue button are set so that participants cannot record session or chat privately.
	
	
	
	4
	

	Uninvited person joins the group.

	12
	Link to meeting should only be shared with individuals, not through social media or websites. Participants should be asked not to share the link without leaders’ consent.

All meetings should use a password.

For Zoom groups a waiting room should be used. For BBB you should require moderator approval before joining. 

If someone who should not be at the group joins a zoom they should be asked to leave. If they do not do so the meeting should be suspended, this enables all cameras and microphones to be turned off by the host. In BBB you should end the meeting and then contact the participants to reschedule the meeting. 
	
	
	
	4
	

	Inappropriate chat  e.g. bullying, swearing, discrimination

	6
	Set the activity up so that the participants cannot chat privately.

A warning should be given to the person, if concerns persist they should be muted or asked to leave. This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy.
	
	
	
	4
	

	Sharing of inappropriate or illegal content 
	8
	You should explain that the meeting should be suspended, this enables all cameras and microphones to be turned off by the host. In BBB you should end the meeting and then contact the participants to reschedule the meeting. This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy. The leader should contact the DSL and all the parents/ guardians. 
	
	
	
	4
	

	Disclosure relating to safeguarding or wellbeing 

	8
	The person should be encouraged to stay at the end of the session so that they can talk with the leader and helper. This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy.
	
	
	
	4
	

	Wellbeing or safeguarding concern in home e.g. domestic abuse 

	8
	This should be followed up as per the safeguarding procedures in section 3 of the digital safeguarding policy.

If it is an emergency the police or ambulance should be called and the meeting should be suspended. It may be appropriate to remove everyone from the meeting apart from the family with whom there are concerns. 
	
	
	
	4
	

	Nudity or inappropriate clothing or use of an inappropriate space. 
	8
	The host should mute and turn the camera off for the household where there are concerns and explain to them in the chat what has happened.
	
	
	
	
	

	Child using own account when underage for online platform
	12
	At the end of the session talk with the child and their parent/ guardian and explain about the ground rules. 
	
	
	
	4
	

	Children on their own in an activity or only with one adult.  
	12
	Do not start the meeting until both adults are present. 
Do not use breakout rooms unless you have enough adults to have two with each group.  
	
	
	
	4
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